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P25383 01 ( English v e rsion ) 



INFORMATION PROCESSING SYSTEM HAVING 
FORITFIED PASSWORD FUNCTION AND METHOD THEREOF 



BACKGROUND OF THE INVENTION 
FIELD OF THE INVENTION 

The present invention relates to jm information processing system and a method 
of processing-fee information, and more specifically it relates to a technique of 
10 processing information to improve benefit and convenience of the operator, and to 
ensure security of the recorded information. 



DESCRIPTION OF THE PRIOR ART 

With the wide use of information processors in recent years, the value of 
15 information th e ms e lves itself recorded in secondary memories-are is becoming far 
greater than the value of main bodies of the information processors. Since the 
secondary memories are generally removable in general , there is a risk that the recorded 
information recorded thereon will be is-used illegitimately by third parties who have 
stolen-feem the secondary memories . Thus, there are demands for security techniques 
20 that render the information in the secondary memories not readable by even the third 
parties who have stolen them. 

Information processors and information processing systems of the prior art, when 
stolen, can be disassembled so as to take ou t the secondary memories therefrom. 
When this happ e ne d happens , the information is not prevented from an illegitimate 
25 being used illegitimately using by means of only a passwor d us e d for at startup i f any of 
the removed secondar y memori e s memory is connected to another information 
processor and used wrongfully For this reason, in the conventional information 
processors, upon removin g the secondary memories, the information recorded in the 
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secondary memories-a*e Js rendered not useable-even by setting different passwords 
(hereinafter referred to as aj'secondary password") for the secondary memories 
themselves. 

With the conventional information processors and the information processing 
systems, however, there-^were are often cases-fea t where operators do not set passwords 
for startup to save a tiresome setting up operation of passwords. There^vere are also 
many cases of not setting secondary passwords for the secondary memories. 
Therefore, 1 ! 1 !*^ there exist great risks of information leakage for the above-4 : easeH 
reasons . 

10 On the other hand, there are often cases in which an information processor is 

used only in a combinatio n with of the information processor and a display device, and 
without connecting an ordinary keyboard. There are such cases with automated teller 
machines at shop fronts of banks, shopping information machines announcing services 
m on shopping floors, and the like. In such-ease s cases, o perators take desired 
15 information and guidance by simply inputting supplementary information wit h such 
ancillary input devices such as touch panels integrated to display devices , and without 
sueh input devices such as the regular keyboards. Furthermore, there are also many 
such cases for automated continuous presentation of a_store guide and explanation of 
merchandise s merchandise at shop fronts that do not use even the above-referred touch 
20 panels, let alone the input devices like keyboards. In any of these information 
processing systems, although it is necessary to set passwords beforehand to prevent an 
information processor and a secondary memory from leaking stored information-stefed, 
but it is tiresome for a worker to input a startup password and a secondary password 
with a keyboard, for the processing system and for the secondary memory every time 
25 before starting. This does not contribute to efficiency of the workers. However, 
without keyboard as means of inputting the passwords, this makes the information 
processor not only impossible to start, but also unable to use even necessary 
information stored in the secondary memory. 
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The present invention, therefore, is intended to avoid-a e the annoying work for 
the operator to input the passwords at each time as stated above, and to minimize the 
risk of information leakage in case the main unit or the secondary memory of the 
information processor is stolen. That is, the information processor and the information 
processing system are started regardless of the presence or absence of passwords, when 
an input device capable of handling input of the passwords is not connected, even if 
there ar e the passwords areset in them. On the other hand, the information processor 
and the information processing system are started only when the passwords are 
correctly input with the original input device or another input device, if there are the 
passwords set in them. Consequentlv Consequentlv. the present inventio n, thus, 
prevents the information from illegitimate-usin g use while it improves convenience-ef 
for the operator. 



SUMMARY OF THE INVENTION 

15 In order to achieve the above-stated object, an information processing system of 

the present invention comprises: 

(a) a main unit of information processor; 

(b) an input means detachable from the main unit of the information processor, 
for setting a startup password used for starting the main unit of the information 

20 processor; 

(c) a startup password storage means for storing the startup password set by the 
input means; 

(d) a startup password presence checking means for determining whether or not 
the startup password is stored in the startup password storage means; and 

25 (e) a startup password request means for requesting an operator to set a startup 

password, wherein: 

(i) the startup password request means requests setting a startup password by 
the input means for starting the main unit of the information processor, if the input 
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means is connected to the main unit, and when a result of determination of the startup 
password presence checking means indicates absence of the startup password; 

(ii) the main unit of the information processor is turned into a starting mode, 
if the input means is connected to the main unit of the information processor, and when 

5 the result determined by the startup password presence checking means indicates 
presence of the startup password; and 

(iii) the main unit of the information processor is turned into a starting mode 
irrespective of the result determined by the startup password presence checking means 
as to whethe r presence or absence of the passwor d is present or absent, if the input 

10 means is not connected to the main unit of the information processor. 

Furthermore, to achieve the above object in an information processing system 
having a main unit of information processor and an input means detachable from the 
main unit of the information processor, a method of processing information comprises 
15 the steps of: 

(a) setting a startup password by the input means for starting the main unit of the 
information processor; 

(b) storing the above-set startup password; 

(c) determining presence or absence of the startup password in storage; and 
20 (d) requesting an operator to set a startup password, whereby: 

(i) executing the step (d), if the input means is connected to the main unit of 
the information processor, and when a result of determination in the step (c) indicates 
absence in storage; 

(ii) turning the main unit of the information processor into a startup mode, if 
25 the input means is connected to the main unit of the information processor, and when 

the result of determination in the step (c) indicates presence in storage; and 

(iii) txirning the main unit of the information processor into a startup mode 
irrespective of the result of determination in the step (c), if the input means is not 
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connected to the main unit of the information processor. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a block diagram representing an information processing system of an 
5 exemplary embodiment according to the present invention; and 

Fig. 2 is a process flowchart during startup of a basic input-output system (BIOS) 
of the information processing system of the exemplary embodiment according to this 
invention. 

10 DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT 

An exemplary embodiment of the present invention will be described hereinafter 
with reference to Fig. 1 and Fig. 2. Fig. 1 is a block diagram of an information 
processing system of this exemplary embodiment. 

In Fig. 1, the information processing system comprises a central processing unit 
15 (CPU) 1 for controlling the entire system, a basic input-output system (BIOS) 2 
representing a program to be executed first for initialization and so on of the 
information processing system when a power supply in the information processing 
system is turned on 5 a detachable input device 3 defining an input means such as a 
keyboard for inputting a password and the like, a display device 4 for displaying a 
20 password input screen and the like, a nonvolatile memory 5 for storing the password 
and so on, and a secondary memory 6 such as a hard disk drive (HDD). 

A main unit of the information processor comprises, in general, the central 
processing unit (CPU) 1, the basic input-output system (BIOS) 2, the nonvolatile 
memory4;_5 for storing the password and the like, and the secondary memory 6 such as 
25 a hard disk drive (HDD). 

The display device 4, which displays the password input screen and the like, 
defines display means such as a CRT, a liquid crystal display, and the like. In one case, 
the display device 4 it is integrated into the main unit of the information processor, and 
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it may be separated from the main unit of the information processor in another case. 
In addition, the display device 4 may include an ancillary input means such as a touch 
panel for inputting supplementary information. 

The secondary memory 6 may be comprised of any such means as a floppy disk 
5 drive (FDD), a compact disk read only memory device (CD-ROM), a compact disk 
recording device (CD-R), a compact disk read/write device (CD-R/W), a compact disk 
random access memory device (CD-RAM), a digital video disk read only memory 
device (DVD-ROM), a digital video disk recording device (DVD-R), a digital video 
disk read/write device (DVD-R/W), a digital video disk random access memory device 

10 (DVD-RAM), a digital tape recording device, or the like, besides the hard disk drive 
(HDD). Moreover, there may be such cases that the secondary memory 6 is integrated 
into the main unit of the information processor, and it is separate d separatable from the 
main unit of the information processor in a removable manner. Furthermore, the 
secondary memory 6 is normally removable even if it is integrated with the main unit of 

1 5 the information processor. 

Fig. 2 is a process flowchart during startup of the basic input-output system 
(BIOS) (BIOS) 2 in the present exemplary embodiment. 

In Fig. 2, a power-on step 21 is for turning on the power supply of the 
20 information processing system. The information processing system then starts 
executing the basic input-output system (BIOS) 2. At recorded password check step 
22, CPU 1 checks the nonvolatile memory 5 and the secondary memory 6, and CPU 1 
determines whether or not the startup password for starting the information processing 
system, and the secondary password for the secondary memory 6 are stored in-any 
25 either of them. If the startup password and the secondary password are stored in any 
of the nonvolatile memory 5 and the secondary memory 6, a state of the system passes 
on to an input means check step 24. If the startup password and the secondary 
password are not stored in the nonvolatile memory 5 and the secondary memory 6,-the 
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state of the system passes on to a password setting display step 23, -and displays a 
startup password and secondary password setting screen in the display device-44, such 
as a CRT or a liquid crystal display representing the display means, and urges the 
operator to set a startup password and a secondary password. In this password setting 
display step 23 here, the display device 4 may be substituted by a vocal means, in place 
of the screen display, to produce vocal-soun d sounds for urging the operator to set the 
startup password and the secondary password with the voice. 

The input means check step 24 is for detecting whether or not-an the input device 
3, or the input means, such as a keyboard, for example, is connected to the main unit of 
the information processor. The state of the system goes on to a password input request 
step 25, if the input device 3 is connected to the main unit of the information processor. 
If no input device 3 is connected to the main unit of the information processor, the state 
of the system goes on to a password acquisition step 26, and acquires the secondary 
password for the secondary memory 6 stored in the nonvolatile memory 5. Then, the 
state of the system goes on to a password security unlock step 28. The password input 
request step 25 is materialized by displaying a password input setting screen in the 
display device 4, or the display means such as a CRT, a liquid crystal display and the 
like, for instance. The state of the system goes on to a password matching step 27 
when the operator inputs a startup password -according to the password input setting 
screen screen . 

Here, a vocal means may be used in place of the display means to urge the 
operator to set the startup password with the voice. 

The password matching step 27 , there is checks whether or not the startup 
password and the secondary password input in the password input request step 25 
match e s match with the startup password and the secondary password for the secondary 
memory 6, stored in the nonvolatile memory 5 and the secondary memory 6. If the 
input secondary password is in agreement with the secondary password stored in the 
nonvolatile memory 5 and the secondary memory 6 , the state of the system goes on to 
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the password security unlocking step 28. If the startup password and the input 
secondary passwor d is in dis c ordance are not in agreement with those stored in the 
nonvolatile memory 5 and the secondary memory 6, the state of the system goes on to a 
startup process interrupting step 210, where the discordance lack of agreement 
interrupts a_starting process of the entire information processing system or the main unit 
of the information processor. 

The password security unlocking step 28 is for setting within the secondary 
memory 6 either the startup password which is input in the password input request step 
25, or the secondary password acquired in the password step 26. That is, the password 
security unlocking step 28 unlocks the security lock of the main unit of the information 
processor and the information processing system based on the acc o rdance of startup 
password, in the case input device 3 is connected and-fei r the correct startup password 
is input by the operation. And-i tThe password security unlocking step 28 also unlocks 
the security lock of the main unit of the information processor and the entire 
information processing system based on the acquired secondary password from the 
password acquisition step 26. Upon unlocking the security lock, th e stat e of the 
system goes on to a startup process continuation step 29 to continue the starting process 
of the entire information processing system or the main unit of the information 
processor. 

If the secondary memory 6 is removed, and then connected to another 
information processor of the same-model model but different from the main unit of the 
information processor in which the secondary password is set, this anothe r other 
information processor checks whether or not the secondary password for this removed 
secondary memory 6 is stored in a nonvolatile memory 5 within the anothe r other 
information processor and the removed secondary memory 6. If the secondary 
password is stored in the nonvolatile memory 5 and the secondary memory 6, the state 
of the system goes on to the input means check step 24. If the secondary password is 
not stored in the nonvolatile memory 5 of the another information processor and the 
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secondary memory 6, the s tate of the system goes on to a password input setting display 
step 23, and displays a startup password and a secondary password setting screen in a 
display device-4 4. defining display means such as a CRT or a liquid crystal display, 
and urges the operator to set a secondary password. At this step, an illegitimate 
5 operator is able merely to input a random startup password and a random secondary 
password, since he/she has no knowledge of the secondary password especially for this 
removed secondary memory 6. Thus, the random secondary password input here 
cannot match with the secondary password stored in the nonvolatile memory 5 and the 
secondary memory 6 except for an accidental case. The state of the system hence 

10 goes on to the startup-process interrupting step 210, where the input of random 
passwords result in interrupting the starting process of the entire information processing 
system or the main unit of the information processor. Accordingly, this contrivance 
protects the infoimation-kep t stored in the removed secondary memory from unfair use. 
Further, when the main unit of the information processor and the secondary 

15 memory 6 are removed together, and connected to another display device different from 
the original one, the information stored in the secondary memory 6 becomes readable 
only through this anothe r other display so long as no input device is connected. 
However, the illegitimate operator cannot tamper with the information itself stored in 
the secondary memory 6, and also he/she cannot use it unfairly for any other purposes 

20 and means. Since this fact has been made clear in the foregoing explanation, further 
details will be skipped here. 

As has been described i n details as detail above, the information processing 
system of the present invention avoids the inconvenience of inputting the password 
25 every time the operator uses it, since the information processor starts automatically, so 
as to thereby display automatically the information stored in the secondary memory 6 in 
the display device 4, when the input device 3 is not connected to the information 
processor. In addition, the present invention can minimize the risk of information 
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leakage if the information processor, the secondary memory, and the like are stolen. 
In other words, if there is a password set with it, and if it is not connected with an input 
device capable of inputting a password, it starts the information storage device 
irrespective of the p resence or absence of the password, and provides the display device 
5 with the information of the secondary memory, thereby improving convenience of the 
operator. Moreover, if there is no password set during a startup or for the secondary 
memory, this contrivance can offer better security for the information stored in the 
secondary memory by not starting the device, or by not unlocking the password 
protection for the secondary memory. Furthermore, if there is a password set with it, 
10 this contrivance of the present invention starts the information storage device and 
provides the display device with the information of the secondary memory, only when 
the password is correctly input with a different input device, so as to reduce possibility 
of the information leakage. 
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ABSTRACT 

An information processing system comprises has a main unit, an inpu t means 
device detachable-there from the main unit , a storage-means device for storing a startup 
password set by the input-mean s device , a startup password presence checking-^eans 
portion for determining whether or not the startup password is stored, and a startup 
password request-mean s portion for requesting an operator to set a startup password. 
The startup password request-means portion : (i) requests the settin g with th e input 
m e ans of-a the startup passwor d with the input unit for starting the main unit-, if the 
input-means unit is connected to the main unit, and when the startup password is absent, 
(ii) makes the main unit start, if the inputnraeans unit is connected to the main unit, and 
when the startup password is foun d to be present, and (iii) makes the main unit start 
regardless of the presence or absence of the startup password, if the input-mean s unit is 
not connected to the main unit. 



